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Firewall Configuration Required for i.Bou-GHS Operation

The i.Bou-GHS update process is automatically executed when the application starts.
All communications are client-initiated outbound (pull-based) connections.

No inbound connections are initiated from outside the customer network.

1) Database Update

e Protocol: TCP/49161 (Outbound)

e Destination: msds-ghs.com (IP: 180.222.182.135)

e  When i.Bou-GHS starts, the client connects to the update server.

e Because a fixed TCP port (49161) is explicitly specified, UDP 1434 (SQL
Browser) is not required.

e The client retrieves update data (SQL scripts or differential data) and applies it
to the local SQL database.

e After returning the update result (success/failure flag), the session is closed.

% No inbound TCP port opening is required on the client side.
* Allowing outbound TCP/49161 is sufficient. Return traffic occurs within the

established session (in a standard stateful firewall environment).

2) Program Update

e Protocol: HTTP (TCP/80 Outbound)
e Destination: msds-ghs.com

e Upon application startup, the program update file (RAR format) is downloaded.

In some environments, RAR files may be blocked by firewalls or security gateways
(proxy servers, content filtering, IPS, antivirus systems, etc.), which may cause update

failures.



3) Required Firewall Settings

Please allow the following outbound communications:

1. Client PC — msds-ghs.com

o TCP/49161 (Outbound)

o TCP/80 (Outbound)
2. Return traffic related to the above sessions (Established / Related)
3. Ensure that RAR file downloads are not blocked

For the update process to function properly, we kindly request that you configure the

appropriate settings.
Please let us know if you have any questions or require further clarification.

Best regards,

iBou Inc.



